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IKEv1 VS IKEV2 - Forskellen

IKEv2 bruger ikke sa meget bandbredde
som IKEv1.

IKEv2 supportere EAP authentication hvor
at IKEv1 ikke gar.

IKEv2 supportere MOBIKE hvor at IKEv1
ikke gar.

IKEv2 har indbygget NAT gennemgaelse(tr-
aversal?), som IKEv1 ikke har.

IKEv2 kan opdage nar en IPsec tunnel gar
ned, altsa den kan se om den er i live, det
kan IKEv1 ikke.

VPN med isakmp og ipsec opsaetning
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Nyttige commands Nat in ASA 2

Command Note
Show running-config crypto

show crypto isakmp sa

20.165.200.224 27

4 .
19216810727 209.165.2012

Inside NAT

show crypto ipsec sa

Outside NAT

ASDM

CONAS-ASA (config)§ hetp server enable
cans— 0% heep 192.168.1.3 255.255.255.255 inside
CNAS-ASA (config)

show crypto key mypubkey rsa

show running-config object network

show running-config tunnel

For at se HIT

counter

show acces-list

show run acces-list Nemmere output

af A
more system:running--  Viser pre-shared
config key
show run crypto map viser maps via
vpn

show route viser ruter

show activation-key
show password encryption
show switch vlan

route outside 0.0.0.0 0.0.0.0 209.165.2-
00.225

Security-level

From the higher security level to the lower Security Level 100

security level, our ball rols naturally to
the bottom of the siope.

From the lower security level to the higher
security level, our ball needs help from an
ACL 10 reach the top of the slope.

Security Level 0

ASA Higher and Lower Securiry Interface Operation

Jo hgjere security-level jo mere sikkert er
netveerket. Det hgjeste er inside, det
laveste er som real outside. For at komme
ind fra outside skal der bruges ACL'er.

Class-,Policy- og Service-map

Layers 3107.

policy-mep policy-name

service-policy serv-name
interface intf-name

Se bilag for kildehenvisning

Nat in ASA
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0338 cort 131§ et metwonk TRTORTET
= =YY (S -A5h contiq-netuariecbject) ¢ bt 192/168.1.0 255,283.285.224

CCNAS-ASA (config)  interface vlan 1 s o)t =

CCNAS-ASA (config-if) # nameif inside 00 28 e nrci s § =] N

INFO: Security level for "inside" set to 100 by default.

S ———
CCNAS-ASA (config-if) # security-level 100 0

e sk TTORET
CCNAS-ASA (config-if) # ip address 192.168.1.1 255.255.255.0 nat ide,cutside) dynamic interface
CCNAS-ASA (config-if) 4 interface e0/1 S S,
CCNAS-ASA (config-if) # switchport access vlan 1 “:1::[":‘:;:;;"_‘;”"“
CCNAS-ASA (config-if) # no shut it P

CCNAS-ASA (config-if) § exit
CCNAS-ASA (config) # interface vlan 2

CCNAS-ASA (config-if) # nameif outside

INFO: Security level for "outside" set to 0 by default.
CCNAS-ASA (config-if) § security-level 0

CCNAS-ASA (config-if) # ip address 209.165.200.226 255.255.255.248
CCNAS-ASA (config-if) # interface e0/0

CCNAS-ASA (config-if) # switchport access vlan 2

CCNAS-ASA (config-if) # no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) #

Static default route

For at vores netveerk skal kunne tilga
informationer ude pa internettet, skal en
default route laves pa ASA:

CCNAS-ASA(config)# route outside 0.0.0.0
0.0.0.0 209.165.200.225
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