Cheatography

Profiling

« profiler (profiler.log)
(profiler (profiler.log).log)
* runtime-AAA
(prrt-server.log)
(prrt-server.log)

* nsf (ise-psc.log)

« nsf-session (ise.psc.log)

Licensing

« License (ise-psc.log)
» admin-license (ise-
psc.log)

Posture

* posture (ise-psc.log)
« portal (guest.log)

* provisioning (ise-
psc.log)

* runtime-AAA
(prrt-server.log)

« nsf (ise-psc.log)

« nsf-session (ise-
psc.log)

* swiss (ise-psc.log)
Guest portal (guest.log)

* guestaccess (guest.log)
* guest-admin (guest.log)
* guest-access-admin
(guest.log)

« profiler (profiler.log)

* runtime-AAA
(prrt-server.log)

DEBUGS (cont)

« nsf (guest.log)
« nsf-session (guest.log)

dot1x/mab

* runtime-AAA
(prrt-server.log)

« nsf (ise-psc.log)

« nsf-session (ise-psc.log)

Replication

* Replication-Deployment
(replication.log and ise-
psc.log)

* Replication-JGroup
(replication.log and ise-
psc.log)

* Replication Tracker
(tracking.log)

SAML related issues

» opensaml (ise-psc.log)
» saml (ise-psc.log)

Application Server issues
« org-apache
(appserver/catalina.out)

« org-apache-cxf
(appserver/catalina.out)

« org-apache-digester
(appserver/catalina.out)
Sponsor portal (guest.log)

* sponsorportal (ise-

psc.log)
« portal (guest.log)
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DEBUGS (cont) BYOD

« runtime-AAA (prrt-server.log)
« nsf (ise-psc.log)
* nsf-session (ise-psc.log)

BYOD portal/Onboarding

« client (guest.log)

« client-webapp (guest.log)

« scep (ise-psc.log)

« ca-service (ise-psc.log)

» admin-ca (ise-psc.log)

« runtime-AAA (prrt-server.log)
« nsf (ise-psc.log)

« nsf-session (ise-psc.log)

« profiler (profiler.log)

MDM

« portal (guest.log)

» mdmportal (ise-psc.log)

« external-mdm (ise-psc.log)

« runtime-AAA (prrt-server.log)
« nsf (ise-psc.log)

« nsf-session (ise-psc.log)

Enable the following debugs on ISE for BYOD Flows:

POSTURE
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DEBUGS P2

Certificate Provisioning portal (guest.log)

« ca-service (ise-psc.log)

» admin-ca (ise-psc.log)

« clientprovisioningportal (ise-psc.log)
« portal (guest.log)

My Devices portal (guest.log)
« portal (guest.log)

» mydevices (ise-psc.log)

« profiler (profiler.log)

TrustSec

* SXp (sxp_appserver/sxp.log)

« sgtbinding (sxp_appserver/sxp.log)
« runtime-AAA (prrt-server.log)

« nsf (ise-psc.log)

« nsf-session (ise-psc.log)

Vulnerability Assessment

* va-runtime (varuntime.log)
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Cheatography

DEBUGS P2 (cont) DEBUGS P2 (cont)

« va-service (varuntime.log and « nsf (ise-psc.log)
vaaggregation.log) « nsf-session (ise-psc.log)
« ves (ves.log and REST Services
vaaggregation.log) « ers (ise-psc.log)

« ves-db (ves.log)
Problem
Trust Centric NAC
portal (guest.log) Issues

» TC-NAC (ise-psc.log) « portal (guest.log)

* anc (ise-psc.log) « portal-session-manager (guest.log)
« portal-web-action (guest.log)

ODBC idnetity Store related * previewportal (preview section in

issues every portal configuration page)
(guest.log)

« odbc-id-store (unknown)

RBAC issues Rules Evaluation issues

« accessfilter (ise-psc.log) * RuleEngine-Policy-IDGroups (ise-
psc.log)

pxGrid * RuleEngine-Attributes (ise-psc.log)
* epm-pdp (ise-psc.log)

* pxgrid (/xgrid) * epm-pip (ise-psc.log)

Logging

» cpm-mnt (ise-psc.log)

* report (ise-psc.log)

« cisco-mnt (ise-psc.log)

« runtime-logging (prrt-server.log)

Active Directory

« Active Directory (ad_agent.log)
« identity-store-AD (ad_agent.log)
« runtime-AAA (prrt-server.log)
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