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MEHEDKEP NAKETOB YUM MAPCUHI JTOI'OB (cont)

yum repolist Cnncok penosutopres tail -n 30 /var/log/mes- OtobpaxeHne nocnegHux 30 CTPOK 13

Cheatography

yum repoinfo nauphone MHdopmaLms o penoautopun Sadges IelreE)

yum repo-pkgs nauphone list | grep  [Nonck 4OCTYNHbIX NakeToB Mo head /var/log/messages OTo6paxeHune nepsblx 10 CTpok 13 nora

outbound Ha3BaHWIo
®ANTTIOBAA CUCTEMA
rpm -ga | grep nauphone-message-  Tekyllas ycTaHOBMEHHas
box Bepcua naketa fdisk -l WHdopmaums o guckax
yum clean all OYUCTUTL KLU NAKETOB, Isblk WHdpopmanys o
Heobxoaumo Ans OnOYHbIX YyCTPOMCTBaX
0OHOBNEHNS MeTadaHHbIX df -H MH(*)opMame o
yumdownloader robots-nauphone-ivr-v2-erudite-outbound.x86_64 pasgenax
rpm2cpio robots-nauphone-ivr-v2-e-  CkauaTb nakeT Ans AanbHe- du -sh /opt/* | sort -hr MpocmoTp pasmepa
rudite-outbound-5.8.0-1.el7.x86_6- fwero aHanm3sa (B katanoroe
4.rpm | cpio -idmv OTAenkHbIi kaTasnor!) cat /dev/null > /opt/nsd/logs/sdng.log OGHyneHve nora
yumdownloader nauphone* -- CkaunBaHue B TEKYLLYIO find . -type f -name "sip" Mowck daiina
resolve ANPEKTOPWIO FpM-NAKEeToB 1 find . -name "*.php" -mtime -5 -exec grep -  lMowuck cavina no
Boex sapncumocTen qi 'filesman' {} \; -exec Is -la {} \; cofepXumomy
yum whatprovides java-17-openjdk  Y3HaTb 13 Kakoro penosu- mkdir Cos3naTb KaTanor
TOpMSA NakeTt
which Hantn ncnonHsembi
yum provides "/usr/share/Modules Y3HaTb 13 Kakoro naketa chain 8 PATH
cann
locate Hantn pacnonoxeHue
yum localinstall *.rpm YcTaHoBUTbL NpeaBapuTenbHO harina
CKaYeHHble rpm-nakeThl )
namei -l /opt/naumen/nauphone/spool/- [MpoBepka npas
addons/httpservice3/ ocTyna o Bce
MAPCUHT NIOrOB S AIENLY Sl
nyTu
tail -f /opt/nsd/logs/sdng.lo Bblgaya nora B peansHo
I 2 ? glog| SRR L e Sl sudo -u voip test -r /opt/naumen/naupho- MpoBepka YTeHus
grep --line-buffered script.Script BPEMEHM MO KIOYEBBIM CMOBaM ) ) .
ne/spool/addons/httpservice3/config.py; davina oT UMeHn
journalctl --since "2022-03-22 14:37:00" > /root/journalctl.txt echo "$?" Nonb30BaTens
journalctl -xe --since "5 min ago”  journalctl sudo sed -i 's/*SELINUX=enforcing$/S- 3ameHa CTpOoK B
less /var/log/messages YTeHne n narmHaums no nory ELINUX=permissive/' /etc/selinux/config TEeKCTOBOM dhavine
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CEPBWUCbI SYSTEMCTL

systemctl list-units --type Bce 3anyLueHHble cepBuChI

service

systemctl list-units --type BoobLe Bce cepBuchl

service -all

systemctl list-unit-files -- Cnncok cepBMCOB, 3arnyCckaeMblxX

state enabled aBTOMaTUYECKN

FIREWALLD

firewall-cmd --get-services CNMCOK JOCTYMHbIX CEPBUCOB

firewall-cmd --permanent --add--  gobaBneHune onpeaenéHHoro

service=http cepBuca B CMIUCOK UCKITHOYEHNI

firewall-cmd --zone=public -- nobasneHve onpeaenéHHoro

permanent --add-port=3389/tcp nopTta B CMMNCOK UCKIHOYEHNIN

firewall-cmd --list-all NPOCMOTP BCEX TEKYLLMX NpaBusi

firewall-cmd --reload COXpaHeHNE BHECEHHbIX

N3MEHEHWNI

DOCKER

docker service Is

docker service logs 05d8agnmajq8 -f

docker service logs 05d8agnmajg8 --since 20m

docker service scale erudite-project_levitan=0

docker service scale erudite-project_levitan=1

docker inspect -f {{.1d}}' 9ec9cedca3cf (get long id)

docker ps --format "table {{.ID}}\t{{. Names}}\t{{.Status}}\t{{.Ports}}"

docker ps -a nonyuutsb id

KOHTelHepa
docker exec -it 072ad33a5836 bash

docker exec -it -u root 072ad33a5836
bash

3alTV NOA PyTOM

docker cp /etc/pki/ca-trust/source/anchors/ca.cer 1dd19051682e:/e-
tc/pki/ca-trust/source/anchors/ca.cer

docker cp 2195d5163046:/home/keras/archive.tar.gz /root/archive.t-
ar.gz
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DOCKER (cont)

find /proc -mindepth 2 -maxdepth 2 -name exe - ps 6e3 ps

exec Is -lh {} \; -exec sh -c 'echo -n cmdline: ; cat "-

${0%exe}cmdline" | xargs -0 echo ; echo' {} \;

docker stack rm erudite-project OCTaHOBKa
CepBuCoB
erudite

docker stop $(docker ps -a -q) && docker rm OCTaHOBKa U

$(docker ps -a -q) ynaneHve
BCEX KOHTEW-

HepoB

docker rm $(docker ps -a -q) yOanuTb Bce

KOHTEHepbI
27??

docker rmi -f $(docker images -q) yOanuTb Bce

ob6pasbl

CURL

curl https://ncc.sigma-it.local/api/v2/ --noproxy ™' -v --insecure

CRONTAB

Is -la /var/spool/cron Pavinbl kKpoHTaba

OMNEPALIMOHHAA CUCTEMA

cat /etc/os-release BEpPCUS OnepaLnoHHOV CUCTEMBbI

CETb

ip-a MHopmaums o ceTeBbix
NHTEepdencax
tcpdump -i ethO -w /tmp/tcpdump- C6op Tpadhuka

_packets.pcap

nmap -sS 10.196.18.196 MHbopmaums 06 oTKpbITbIX

nopTax xocTta

AIMMAPATHAA YACTb

free MamaTtb

grep -c “processor /proc/cpuinfo CPU

SSL

openssl s_client -connect ncc.sigma-
it.local:443

[MpoBepka oTBETA OT

cepsepa
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GIT

git clone https://gitlab.sigma-it.ru/vus- KIIOHMPOBaHWe CyLLeCT-
hanyov/httpservice3.git httpservice3 BYIOLLErO PEMNO3NTOPUS
git init co3faHve okpyxeHus git
git add /plugins/sigma_tracker/ pobasneHve danna nnm

karanora B git

git commit -am 'Penun3 kacTomHoro co3faHve KomMmuTa

BUKETa U nnaruHa no apredakram’

git status cocTosiHue git
git push 3arpyska B peno3vTopui
git pull oBHOBREHME N3 penosu-
TopwUs
git config --global user.name "Vlad KOHpUrypupoBaHme
Ushanyov" aBTopa
git config --global user.email "v.usha- KOHUrypupoBaHme
nyov@sigma-it.ru" asTopa
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