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Basic CommandsBasic Commands

-u URL, --
url=URL

Target URL (e.g. "​htt​p:/​/ww​‐
w.s​ite.co​m/v​uln.ph​p?i​d=1​")

--data​‐
=DATA

Data string to be sent through
POST (e.g. "​id=​1")

--rand​om-​‐
agent

Use randomly selected HTTP
User-Agent header value

-p
TESTPA​‐
RAMETER

Testable parame​ter(s)

--leve​‐
l=LEVEL

Level of tests to perform (1-5,
default 1)

--risk​‐
=RISK

Risk of tests to perform (1-3,
default 1)

Enumer​ation CommandsEnumer​ation Commands

-a, --all Retrieve everything

-b, --banner Retrieve DBMS banner

--curr​ent​-
user

Retrieve DBMS current user

--curr​ent-db Retrieve DBMS current
database

--pass​words Enumerate DBMS users
password hashes

--dbs Enumerate DBMS
databases

--tables Enumerate DBMS database
tables

--columns Enumerate DBMS database
table columns

--schema Enumerate DBMS schema

--dump Dump DBMS database table
entries

--dump-all Dump all DBMS databases
tables entries

--is-dba Detect if the DBMS current
user is DBA

-D <DB
NAME>

DBMS database to
enumerate

-T <TABLE
NAME>

DBMS database table(s) to
enumerate

 

Enumer​ation Commands (cont)Enumer​ation Commands (cont)

-C
COL

DBMS database table column(s) to
enumerate

Operating System CommandsOperating System Commands

--os-shell Prompt for an intera​ctive
operating system shell

--os-pwn Prompt for an OOB shell,
Meterp​reter or VNC

--os-c​‐
md=​‐
OSCMD

Execute an operating system
command

--priv-esc Database process user
privilege escalation

--os-s​‐
mbrelay

One-click prompt for an OOB
shell, Meterp​reter or VNC
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