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Certificate Signing Request (CSR)Certificate Signing Request (CSR)

Generate a new private key and Certificate Signing RequestGenerate a new private key and Certificate Signing Request
openssl req -out CSR.csr -new -newkey rsa:2048 -
nodes -sha256 -keyout privateKey.key
Generate a self-signed certificateGenerate a self-signed certificate
openssl req -x509 -sha256 -nodes -days 365 -newkey
rsa:2048 -keyout privateKey.key -out certif‐
icate.crt
Generate a certificate signing request (CSR) for an existing privateGenerate a certificate signing request (CSR) for an existing private
keykey
openssl req -out CSR.csr -key privateKey.key -new
Generate a certificate signing request based on an existing certificateGenerate a certificate signing request based on an existing certificate
openssl x509 -x509toreq -in certificate.crt -out
CSR.csr -signkey privateKey.key
Remove a passphrase from a private keyRemove a passphrase from a private key
openssl rsa -in privateKey.pem -out newPrivat‐
eKey.pem

Check FilesCheck Files

Check a Certificate Signing Request (CSR)Check a Certificate Signing Request (CSR)
openssl req -text -noout -verify -in CSR.csr
Check a private keyCheck a private key
openssl rsa -in privateKey.key -check
Check a certificateCheck a certificate
openssl x509 -in certificate.crt -text -noout
Check a PKCS#12 file (.pfx or .p12)Check a PKCS#12 file (.pfx or .p12)
openssl pkcs12 -info -in keyStore.p12

DebuggingDebugging

Print certificatePrint certificate
openssl x509 -noout -text -in certificate.crt
Check an SSL connection. All the certificates (including Intermedi‐Check an SSL connection. All the certificates (including Intermedi‐
ates) should be displayedates) should be displayed
openssl s_client -connect www.paypal.com:443

Remove PassphraseRemove Passphrase

Convert a PKCS#12 file (.pfx .p12) containing a private key andConvert a PKCS#12 file (.pfx .p12) containing a private key and
certificates to PEMcertificates to PEM
openssl pkcs12 -in keyStore.p12 -out keySto‐
re.pem -nodes
Remove Passphrase from key-fileRemove Passphrase from key-file
openssl rsa -in example.key -out example.nocr‐
ypt.key

 

PerformancePerformance

Check the SSL performanceCheck the SSL performance
openssl speed sha1
openssl speed aes-256-cbc
openssl speed -evp aes-256-cbc

How to get a A+ at SSL-LabsHow to get a A+ at SSL-Labs
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Check versionsCheck versions
# openssl version
OpenSSL 1.0.1e 11 Feb 2013
# apache2 -v
Server version: Apache/2.2.22 (Debian)
Server built: Aug 18 2015 09:50:52
Enable modsEnable mods
a2enmod ssl
a2enmod headers
a2enmod setenvif
Configure virtual hostConfigure virtual host
SSLEngine on

SSLHonorCipherOrder On
SSLCipherSuite ECDHE-RSA-AES128-GCM-SHA‐
256:ECDHE-ECDSA-AES128-GCM-SHA256:EC‐
DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-
AES256-GCM-SHA384:DHE-DSS-AES128-GCM-‐
SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-‐
SHA256:ECDHE-E
SSLProtocol -ALL +TLSv1 +TLSv1.1 +TLSv1.2
SSLCertificateFile /etc/ssl/www.example.c‐
om.pem
SSLCertificateKeyFile /etc/ssl/www.examp‐
le.com.key
SSLCertificateChainFile /etc/ssl/chain.pem

SSLStrictSNIVHostCheck On

Header always set Strict-Transport-Security
"max-age=63072000; includeSubdomains;
preload"

<FilesMatch "\.(cgi|shtml|phtml|ph‐
p)$">
SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>
SSLOptions +StdEnvVars
</Directory>

BrowserMatch "MSIE [2-6]" \ 
nokeepalive ssl-unclean-shutdown \ 
downgrade-1.0 force-response-1.0
# MSIE 7 and newer should be able to use keepalive
BrowserMatch "MSIE [17-9]" ssl-unclean-shu‐
tdown
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