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General informationGeneral information

manalyzemanalyze malware.exe

I mainly use this to get the compile date and time of the malware
being examined

Imported & Exports FunctionsImported & Exports Functions

manalyzemanalyze --dump=imports

pedumppedump --imports

pedumppedump --exports

Headers/SectionsHeaders/Sections

manalyzemanalyze --dump=sections malware.exe

pedumppedump --sections malware.exe

pedumppedump --pe* malwar‐
e.exe

--mz, --rich, and much more exist check
the help

 

PackerPacker

pedumppedump --packer-only malware.exe

ResourceResource

pedumppedump --resources*
malware.exe

Use to check the resources in the
malware

pedumppedump malware.exe --
extract resource:0x4060* >
extracted_resource

where 0x4060 offset of resource and
extracted_resource is itself extracted
from the malware.

ExportsExports

manalyzemanalyze --dump=exports malware.dll

pedumppedump --exports malware.dll
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