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Networking Find Outlook PST Files (cont) Hotkeys

Cheatography

Extract Wifi Keys fport (to list pids, ports, Copy and paste the HEX part (0000WINKEY;8R (RBR) 100 5E. .
https://www.purehacking.com/blog/vitgtptocols, exe) .E 747 32F 636 E3D 6F7 464 ¢étdsteRCaREXSBASED
nikolenko/extracting-wireless-wep/wpgkcvie w.exe converter and it will show you the pst{@&'idcation in plain-text.
wpa2-preshared-keys/passwords-fromisvie w.exe (ports, exe, Note: Sometimes the first 2 mstances“}h@éﬁﬂv\)&?(@&mhange data.
indows-7 etc...) If that's the case just move onto the pex

ICMP Tunneling Files & Directories

icmpsrv & icmpsend CMD Tricks

tempsry -=install (ONVICm) “yy e iR emd /K dir (run dir

netstat -a (icmpsrv should not ShWI)NKEY+R ond /C tree Ci\ (mAteRdn\mdx.x.x —u DOMATN IR

Psexec - Execute commands

tree c:\ (view in tree format)

remotely

icmpsend 192.16 8.1.8 (on Attacker,

then C|OS€) t" Outlook
to connect to Victim
ietim) WINKEY+R, cmd /C " start /MSesgdover.A.x.x —u DOMAIN \Jsephashaid deltedanient st
Capture with Wireshark for more info
. \X.X.x.x " (SHIFT+DEL) and cannot
Hosts File
#NKEY+R powershell Start-JREeREeFN NI recover it using 'Recover
https://www.petri.com/easily-edit-hosts-fi- ) ‘
le-windows-10 -Verb runas (open cmd prompt as\agnaimdiiain Admin account deleted |tPTm's. .
Copy from C:\Win dow s\s yst &3 '~ 10approve) Right click on "My Computer' -> E‘;;Z?ngm” = Microsoft
2\D riv ers\etc to desktop then sqitrt (ErEam Tielens PN il s el - '
inimii f " eps
and copy back start /MIN . (open explorer miniRigeti}lick on "Computer © Close Outiook
Open URL from CMD without the B anagement (Focal = = 5 S Registry Editor (Reged
http://stackoverflow.com/questions/ Find Outlook PST Files Connect to another computer
) ) ) ) i ter N -~ t32.exe).
2734/open-a-url-without-using-a-browl§eruser has removed their pst files f%%uﬂoo‘i’e’%% Fas ?@Sotten where tgey are locate q g caP n
) r 9K Cocate and click the tollowing
from-a-batch-file them by editing the xml file below in notgf)% e e
C:\Doc uments and Settin gs Sygtseem Jlgls\i—? LO(?I_JI_ chae Slon I atﬁkE ic6 oio th \ﬁhlé 31(80
and Groups -> Groups Y_LOCAL_MACHINE\SO-
WMIC GPUPDATE k\u ser id.xml .
Ii) ouble click on "Administrators" FTWARE\Microsoft\Exchang-
Runas /user: DOM AIN \do mal-rn?gdoﬁlﬂflc?féggancg§<8f §%’P8£h"7% kAdd e\Client\Options
epar ate " <ei dst ore >00 000 000...6 2 464 B 800 ndthen ©° "0 4°0n the Edit menu, click Add
Wmic product list status select their computer name Value, and then add the
gpupdate /force DOMAIN\username -> Press Ok following registry value:
net user userid /domain Value name: DumpsterA-
IwaysOn

Data type: DWORD

Value data: 1

5. Quit Registry Editor.

Start Outlook, click on folder (in
folder view) which item was hard
deleted from, select Recover
Deleted Items from Tools menu
and you should be able to
recover items.
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