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2 #R i
HEZ NP nmap 192.168.1.1
HREREIP nmap 192.168.1.1 192.168.2.1
HEEE nmap 192.168.1.1-254
133 CIDR RRBE nmap 192.168.1.0/24
HiEEE nmap scanme.nmap.org
AL NS A B nmap -iL targets.txt
-iR FEALIE R B iR nmap -iR 100
--exclude HEBRZI 69 B 4R nmap --exclude 192.168.1.1
--excludefile HERR SR B AR nmap --excludefile notargets.txt
S8 Ei:puy R
-p WOAE wOx nmap -p 21 192.168.1.1
-p i OA# wOSEE nmap -p 21-100 192.168.1.1
-p O3 24 TCPRUDPi% O nmap -p U:53, T:21-25,80
192.168.1.1
-p- IO RO nmap -p- 192.168.1.1
F % O3 SRR (R4 TOP100 #0) nmap -F 192.168.1.1
--top-ports i O FETBERZEH number Nx A nmap --top-ports 2000 192.16-
number 8.1.1
-r i O RFE#E (nmap BIARITEL 0K EEIRF RS LBy K BRI |, FRiZSBES  nmap -p- -r 192.168.1.1
TR AHE
--port-ratio <ra-  FAIIEEMER L L5 O (AR D FRBERERSE , H0~1 ZA) nmap -port-ratio 0.9 192.168.1.1

tio>

e ik |

-sL List scan((& B , X ¥ H B #x) nmap -sL 192.168.1-3

-sn Ping scan(RETENAIN , EARKOAHE) EREHMRAS , hEK -sP nmap -sn 192.168.1.1/24

-Pn Port scan(Bk3 =W LI , FAABEEHNMAREFR B , BEEROFAH) nmap -Pn 192.168.1-5

-PS [portlist] W Ox EH TCP SYNEHEI , BiA% OIS0 nmap -PS22-25,80 192.168.1.1-5

-PA [portlist] WOx L TCP ACKENLAI |, Bikik O 80 nmap -PA22-25,80 192.168.1.1-5
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-PU [portlist] #Ox E#9 UDP EHLEH , BIAB O N 40125 nmap -PU53 192.168.1.1-5

-PY [portlist] #Ox £ SCTP EHLAH nmap -PY22-25,80 192.16-
8.1.1-5

-PE f£F ICMP echo R ELXIMEM nmap -PE 192.168.1.1

-PP £ ICMP timestamp &R @& EH nmap -PP 192.168.1.1

-PM f# /A ICMP netmask FRBEXIMEMN nmap -PM 192.168.1.1

-PO A IP X BFEUNEFENREH B nmap -PO 192.168.1.1

-PR AR L% L ARP K3 nmap -PR 192.168.1.1/24

-n RARTHAT dns BT(RE dns BTRBRAERREIE nmap WEERE , FAFBAEENR  nmap -n 192.168.1.1

MBETFXOH dns EETUER S HMREHEIRE)

-R RREEBIT dns BRI nmap -R 192.168.1.1

--system-dns EEFERENREBTHH dns BTER , MA R nmap AP E nmap --system-dns 192.16-
8.1.1

--dns-servers <se-  FZIEEdns R nmap --dns-servers dnslP1

rvi[,serv2],..> dnslP2 192.168.1.1

--traceroute BRIRENHER (CEATRRIEREDHE -sT MZERBHE -s| 2ANFIEREER) nmap --traceroute 192.16-
8.1.1

--resolve-all RS/ EMATA k(20 R EAL B AREM A S N bt MR EF Bt , BRIATHR{UIE  nmap --resolve-all baidu.com

E— BRI )

BH#AR

8 iR R

-sS TCP SYN 3 O3 #i(BRIA) nmap -sS 192.168.1.1

-sT TCP ¥ #2im O3 (BRIAT root £XBR) nmap -sT 192.168.1.1

-sA TCP ACK O3 nmap -sA 192.168.1.1

-sW TCP B WwOHE nmap -sW 192.168.1.1

-sM TCP Maimon %% 03 nmap -sM 192.168.1.1

-sU UDP im0 348 nmap -sU 192.168.1.1

-sN TCP Null &3 nmap -sN 192.168.1.1

-sF TCP FIN ®&ZH# nmap -sF 192.168.1.1

-sX TCP Xmas #EH# nmap -sX 192.168.1.1

--scanflags <flags> TCP @HREAL E I nmap --scanflags URGFIN 192.168.1.1
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A#HA R (cont)
sl Idle AHECEERIERNERIPKIEZIB RN ) EEREIEEN Zombie EH) nmap -Pn -p- -s| Zombie.com
target.com
sY SCTP INIT 3#(SCTP T E 2 TCP Hfdss ) XAAMMBFRAE INT 2% nmap -sY 192.168.1.1
M BARR B EE
-sZ SCTP COOKIE_ECHO A% nmap -sZ 192.168.1.1
-sO IP I (T E B AR ISWLE IP thi ) TCP, ICMP. IGMP%% nmap -sO 192.168.1.1
-b <FTP relay FTP REIFBOEREEIPHIAEEEN —AFTPIRS S MMAIE | EEMHTHROHE ) nmap -Pn -b ftp.microsfot.com
host> google.com
S iR R4
sV 2R EE R O EETH RS B ARA nmap -sV 192.168.1.1
--version-intensity <le- & EARAUN A58 E (0-9), BRIN A7 , BEMS , FUHARSHER 85217  nmap -sV --version-intensity 8
vel> A /] th 192.168.1.1
--version-light EEFEAREROIUN B K (intensity=2) nmap -sV --version-light 192.168.1.1
--version-all 5 7€ £55 A FiT 8 B9 MR AR 0T (intensity=9) nmap -sV --version-all 192.168.1.1
--version-trace ERHFEMAN RIS EER nmap -sV --version-trace 192.168.1.1
RE A
B iR R
-0 5 TCP/IP 48U TR SR nmap -O 192.168.1.1
-0 --osscan-limit MR —NTHH XA TCP imOEEKE , W FHTREHN =R nmap -O --oscan-limit 192.168.1.1
-0 --osscan-guess 8 nmap ERHHFEN BFREELS nmap -O --osscan-guess 192.168.1.1
-O --max-os-tries REEX BIRH OS Rl & KRB nmap -O --max-os-tries 1
-A BRBAERGHERN | RAEN | M7 DR 3 & R iR nmap -A 192.168.1.1
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--host-timeout <time>
--min-rtt-timeout/max-rtt-timeout/initial-rtt-timeout <time>
--scan-delay/--max-scan-delay <time>

--max-retries <tries>

--min-rate <number>

--max-rate <number>

Eipuy

R

HEH

LIy

BRINEY

BEUH

RKIATHY

time B KEMHRAETEMNKRF
TRERN SEIRETE

EEFRNSTHIER
EERORBFENSERECANRANE
BERENHBITETEHR number
BEXXHBESTBISH number

]l

nmap -T0 192.168.1.1

nmap -T1 192.168.1.1

nmap -T2 192.168.1.1

nmap -T3 192.168.1.1

nmap -T4 192.168.1.1

nmap -T5 192.168.1.1

nmap -host-timeout 30m 192.168.1.1
nmap --min-rtt-timeout 2s 192.168.1.1
nmap --scan-delay 3min 192.168.1.1
nmap --max-retries 3 192.168.1.1
nmap --min-rate 100 192.168.1.1
nmap --max-rate 100 192.168.1.1

-T &R7 nmap HEIEPEANEE , RAEE , AEEEBR , BHBRS K AIER IDS WA RKE , EBERERFNER T HEER
T4, nmap —fRERINJY T3, 1 T2 EARFZ T3 W EMFERIET , PR T3 UFER) T AR A ER IDS BN | EEBEHEARS HONE,

B iR R

-oN EEHH nmap 192.168.1.1 -oN normal file
-0X XML #& = 4 nmap 192.168.1.1 -oX xml.file
-0G EIpR: kot nmap 192.168.1.1 -0G grep.file
-0A —REHE=REERR nmap 192.168.1.1 -0A results
-0G - FRH RS | -oN -, -oX - @ nmap 192.168.1.1 -0G -
--append FFRELE R MR £ — N nmap 192.168.1.1 -oN file.file --append-output
-v EINEES R EREE (v ALUEINEES RN ARE) nmap -v 192.168.1.1

-d WS RPN RIRES (dd WENESHRXES) nmap -d 192.168.1.1

--reason E RO TFHRERSHEREER(ENT -w) nmap --reason 192.168.1.1
--open RETAFBRESWIHRONESR nmap --open 192.168.1.1

--packet-trace ETRABIEPERENBERNS nmap -T4 --packet-trace 192.168.1.1
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SR (cont)

—-iflist ERFNEONZABE nmap --iflist

--resume V% -E=E:) nmap --resume result.file
b)) we

RA#EH SR E web FREES - nmap -p80 -sV -0G - --open 192.168.1.1/24 | grep open
ERBEENIIE : nmap -iR 10 -n -oX out.xml | grep "Nmap" | cut -d " " -f5 >> live-host.txt
B N R IAFF5EEA nmap -iR 10 -n -oX out2.xml | grep "Nmap" | cut -d " " -f5 >> live-host.txt
EEER nmap B9HEEE R ndiff scan.xml scan2.xml

18 xml B H 45 R html xsltproc nmap.xml -0 nmap.html

B OSSR FHIAFER grep "open" results.nmap | sed -r's / +// g' |sort |uniq -c |sort -rn | less

grep. sed. sort, less EEH bash i , PREAE L4 H A S A8 windows T TS A EH

¥ #iR Tl
-6 FF B IPve nmap -6 192.168.1.1
-A FiE REFM, WA, BRIAMZAEE, traceroute nmap -A 192.168.1.1
--data-dir <dirname> EEBEY nmap BB B FRMNE nmap --data-dir /root/ 192.168.1.1
--send-eth/--send-ip £ F R 3R AR MRS 1P #R3C nmap --send-eth 192.168.1.1
--privileged BEMA P REKS nmap --privileged 192.168.1.1
--unprivileged BERFRREBIENR nmap --unprivileged 192.168.1.1
-V $TED nmap MRAE R nmap -V
-h/--help $TED nmap BT nmap -h
B RIE/NDS Sexd
B2 DU Tl
-f
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