
theHarvester Cheat Sheet
by Enderspectre via cheatography.com/184749/cs/38579/

theHarvester Quick StarttheHarvester Quick Start

Website https://www.kali.org/tools/the‐
harvester/

Download sudo apt install theharvester

Help
Page

theHarvester -h

Modules that require an API keyModules that require an API key

binaryedge $10/month

bing Website says its required, but
seems to work reguardless

buffer‐
overrun

Uses the free API

censys

fullhunt

github-code

hunter Limited to 10 on the free plan.
Need to do -l 10 switch

intelx

pentes‐
ttools

Costs

projectdi‐
scovery

Invite Only

rocket‐
reach

Costs

securityTrails

zoomeye

 

Harvest Location and SpecificsHarvest Location and Specifics

Select the
domain you
wish to harvest.

-d DOMAIN

Limit the
number of
search results
returned.

-l LIMIT (that is an L)

Select the
result you wish
to start at.

-S START

Using proxies
for requests.

-p (NOTE: Enter proxies
you want to use in the "‐
proxies.yaml" file)

Verify host
name via DNS.

-v

Enable DNS
lookup.

-n

Perform a DNS
brute force.

-c

Outpur to a file. -f FILENAME

Specify a
source search
engine

-b SOURCE

Takes screen‐
shots of
resolved
domains

--screenshot

 

List of all sourcesList of all sources

anubis baidu

bing binaryedge

bingapi bufferoverrun

censys certspotter

crtsh dnsdumpter

duckduckgo fullhunt

github-code google

hackertarget hunter

intelx linkedin

linkedin_links n45ht

omnisint otx

pentesttools projectdiscovery

qwant rapiddns

rocketreach securityTails

spyse sublist3r

threatcrowd threatminer

trello twitter

urlscan virustotal

yahoo zoomeye
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