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3.2.2.5 - Install and Configure IoT
Devices

Part 1. Setting up the Home Network
Step 1: Set up the wired network
Connect FastEt hernet on Home Switch to
Home Gateway using a coper straig ht- ‐
through cable.
Connect FastEt hernet0 on PC -> FastEt ‐
hernet on HomeSwitch
Set IPConfig of PC to DHCP
Step 2: Set up the wireless network
Home Gateway -> Config -> Internet ->
select DHCP
Home Gateway -> Wireless -> change SSID
to MyHome Gateway, auth to WPA2-PSK,
use CiscoIoT as passphrase
Laptop -> Desktop -> PC Wireless ->
Connect -> select MyHome Gateway ->
connect
Step 3: Connect the IoT devices to the
network
Connect Coffee Pot to FastEt hernet using
copper straig ht- through cable
Coffee Pot -> Config -> FastEt hernet0 ->
select DHCP
Lamp/C eiling Fan -> Config -> Wireless0 ->
connect to MyHome Gateway
Part 2. Intera cting with IoT devices
Step 1: Acces the IoT devices locally
Click Alt + Lamp a few times, how many
settings does the lamp have: 3
Alt + Lamp Switch: 2
Alt + Ceiling Fan: 3, Switch: 2
Alt + Coffee Pot: 2, Swtich: 2

 

3.2.2.5 - Install and Configure IoT
Devices (cont)

Step 2: Configure the IoT devices for
remote access
Lamp/C eiling Fan/Coffee Pot -> Config ->
IoE Server heading -> Remote server:
Server address: www.re gis ter.pka
Username: admin
Password: admin
-> connect
Step 3: Access the IoT devices remotely
Laptop /Sm art phone -> Desktop ->
Webbrowser -> www.re gis ter.pka -> login
with admin: admin
Devices can be controlle

Coffee Pot ins Internet hängen

Netcat starten: nc -l 1234
Javascript Code beim Coffee Pot unter
Advanced -> Progra mming einfügen:
var state = 0;
var client = new RealTC PCl ient();
var coffee status = ["Of f","O n"];
function setup() {
// 17 Zeilen ...
setSta te( state);
client.co nne ct( " ip", 1234);
}
// 10 Zeilen ...
function setSta te( new State) {
// 10 Zeilen; client.send als letzte Zeile
einfügen:

 

Coffee Pot ins Internet hängen (cont)

client.se nd( get Nam e() +": " +co ffe est atu s[s ‐
tat e]+ " \n");
}
Netcat bekommt nun (nach Neustart und
Cofee Pot Stop/S tar t/A ltc lick) Nachri chten

Mozilla Webthings Gateway

Lubuntu in VM Winsta lli eren, Firefox in der
VM starten, Mozilla Webgateway instal ‐
lieren und starten, im Browser auf Config ‐
seite gehen.

Codeex ample

Dependency installieren: pip

install webthing

from __future__ import division

from webthing import (Action,

Event, Property, Single Thing,
Thing, Value,

                     Web Thi ngS ‐
erver)

import logging

import time

import uuid

# Ein Event dass Überhi tzung
indiziert

class Overhe ate dEv ent (Ev ent):
    def __init __( self, thing,
data):

        Eve nt._ _i nit __( self,
thing, 'overh eated', data=data)
# eine Action, welche die Lampe

" fad en" lässt
class FadeAc tio n(A ction):
    def __init __( self, thing,
input_):

By [deleted]
cheatography.com/deleted-
96251/

 

Not published yet.
Last updated 20th May, 2020.
Page 1 of 3.

 

Sponsored by Readable.com
Measure your website readability!
https://readable.com

http://www.cheatography.com/
http://www.cheatography.com/deleted-96251/
http://www.cheatography.com/deleted-96251/cheat-sheets/iot
http://www.register.pka
http://www.register.pka
http://www.cheatography.com/deleted-96251/
https://readable.com


IoT Cheat Sheet
by [deleted] via cheatography.com/96251/cs/22917/

Codeex ample (cont)

        Act ion.__ ini t__ (self,
uuid.u uid 4().hex, thing, 'fade',
input_ =in put_)
    def perfor m_a cti on( self):
        tim e.s lee p(s elf.in put ‐
['d ura tion'] / 1000)
        sel f.t hin g.s et_ pro per ‐
ty( 'br igh tness', self.i npu t[' ‐
bri ght ness'])
        sel f.t hin g.a dd_ eve nt( ‐
Ove rhe ate dEv ent (se lf.t hing,
102))

def make_t hing():
    # lamp thing erstellen, kann
ein/aus geschalten werden, hat

versch iedene properties
    thing = Thing(
        'ur n:d ev: ops :my -la mp- ‐
1234',

        'My Lamp',
        ['O nOf fSw itch',
'Light'],

        'A web connected lamp'
    )
    thi ng.a dd _pr operty(
        Pro per ty( thing,
                 'on',
                 Val ue( True),
                 met adata={
                     '@t ype':
'OnOff Pro perty',
                     'ti tle':
'On/Off',

                     'type':
'boolean',

                     'de scr ipt ‐
ion': 'Whether the lamp is

turned on',

                 }))
    thi ng.a dd _pr operty(

 

Codeex ample (cont)

        Pro per ty( thing,
                 'br igh tness',
                 Val ue(50),
                 met adata={
                     '@t ype':
'Brigh tne ssP rop erty',
                     'ti tle':
'Brigh tness',
                     'type':
'integer',

                     'de scr ipt ‐
ion': 'The level of light from

0-100',

                     'mi nimum':
0,

                     'ma ximum':
100,

                     'unit':
'percent',

                 }))
    thi ng.a dd _av ail abl e_a ction(
        'fade',
        {
            'ti tle': 'Fade',
            'de scr ipt ion': 'Fade
the lamp to a given level',

            'in put': {
                'type':
'object',

                're qui red': [
                    'br igh ‐
tness',

                    'du rat ion',
                ],
                'pr ope rties': {
                    'br igh ‐
tness': {

                        'type':
'integer',

                        'mi ‐
nimum': 0,

                        'ma ‐
ximum': 100,

 

Codeex ample (cont)

                        'unit':
'percent',

                    },
                    'du rat ion':
{

                        'type':
'integer',

                        'mi ‐
nimum': 1,

                        'unit':
'milli sec onds',
                    },
                },
            },
        },
        Fad eAc tion)
    thi ng.a dd _av ail abl e_e vent(
        'ov erh eated',
        {
            'de scr ipt ion':
            'The lamp has
exceeded its safe operating

temper ature',
            'type': 'number',
            'unit': 'degree
celsius',

        })
    return thing
def run_se rver():
    # thing erstellen
    thing = make_t hing()
    # webserver starten
    # If adding more than one
thing, use Multip leT hings() with
a name.
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Codeex ample (cont)

    # In the single thing case, the thing's
name will be broadcast.

    server = WebThi ngS erv er( Sin gle Thi ng( ‐
thing), port=8888)

    try:
        log gin g.i nfo ('s tarting the server')
        ser ver.st art()
    except Keyboa rdI nte rrupt:
        log gin g.i nfo ('s topping the server')
        ser ver.stop()
        log gin g.i nfo ('d one')
if __name__ == '__mai n__':
    log gin g.b asi cCo nfig(
        lev el=10,
        for mat ="%( asc time)s %(file nam e)s :%( ‐
lin eno)s %(leve lname)s %(mess age )s"
    )
    # server starten
    run _se rver()
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