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Introduction

5. Review the privacy policies of Web sites

Follow these guidelines to help lower your risk of receiving junk e- When you sign up for online banking, shopping, or newsletters,
mail. review the privacy policy of the site carefully before you reveal your

https://support.office.com/en-us/article/10-tips-on-how-to-help-reduc- el 222l @ ailien Pl T onEier Lashor & liner

e-spam-55{756e8-6880-41c3-a086-8/68ccc59216 section (usually at the bottom of the Web site's home page) called "-

Privacy Statement," "Privacy Policy," "Terms and Conditions," or "-

Use Junk eMail Filter Terms of Use." If the Web site does not explain how your personal

information will be used, consider not using the services at that site.

Take advantage of the Junk E-mail Filter in Microsoft Office Outlook>

Office Outlook helps to mitigate the problem of spam by providing Watch out for preselected check boxes

the Junk E-mail Filter, which automatically evaluates incoming

messages and sends those identified as spam to the Junk E-mail LRI R ey G iTE, ERmpEries SemElies SR & E e R

folder is already selected, which indicates that it is fine with you if the

company sells or gives your e-mail address to other businesses (or

Block pictures in HTML messages "third parties"). Clear this check box so that your e-mail address is

not shared.

Block pictures in HTML messages that spammers use as Web

beacons Office Outlook has an additional anti-spam feature. By Never reply to spam

default, this feature blocks automatic picture downloads and other

. . - Never reply to an e-mail m — not even to un ribe from
external content in messages if the content is linked to a server. If everreply to an e-mail message @l @VE 1B LI ESER] D2 (7Sl &

you open a message that has external content when this feature is o) T L EES ol e el Ll dne BRMEEt, SUEl £ ifien

- ] the e-mail message comes from a service, an online store, or
turned off, the external content downloads automatically, inadve- 9 ’ ’

rtently verifying to the server that your e-mail address is a valid one. B G WL oL (R SR U e o ey Epetm (V!

. nfirms to th mmer that r e-mail r is an active on
Your e-mail address can then be sold to a spammer. You can co Sito the spammer that your e-mall address |s an active one

unblock external content for messages that come from.

Never send personal Information requested

Turn off read and delivery If a company uses e-mail messages to ask for personal information,

Turn off read and delivery receipts and automatic processing of domtrespend by sending a message Mostlegitimateicompanies wil

meeting requests Spammers sometimes resort to sending meeting not ask for personal information to be sent in e-mail. Be suspicious if

requests and messages that include requests for read and delivery ey o Sl 8 el eold oD & Bpaeiesl o Tl e

receipts. Responding to such meeting requests and read receipts disguised to look like a legitimate one. This tactic is known as

might help spammers to verify your e-mail address. You can turn off phishing. Ifitheipossible spamappears 1o be sent,by aicompany that

this functionality. However, read and delivery receipts and automatic youldobusinessiwithSsforexamplelyouncrediticard companyss

processing of meeting requests are useful features that you should e @2l e @ ey e ety I ey oy DU sleii UEs A

not be afraid to use within a secure corporate network phone number that is provided in the e-mail. Instead, use a number

that you find by using other means, such as directory assistance, a
statement, or a bill. If the request is a legitimate one, the company's

Limit where you post your e-mail address
customer service representative should be able to assist you. The

LI 419 (PIEEES W2 el [Fes. yELr S aealiEss e esuiions Junk E-mail Filter also includes phishing protection to help identify

about posting your e-mail address on public Web sites, such as and disable suspicious messages..

newsgroups, chat rooms, bulletin boards, and so forth. When visiting
public sites, you might want to use an e-mail address that is different

Don't contribute to a charity requests in e-mail

from your main e-mail address. Remove your e-mail address from

your personal Web site. Whenever you list or link to your e-mail Unfortunately, some spammers prey on your goodwill. If you receive

address, you increase your chances of being spammed. an e-mail appeal from a charity, treat it as spam. If the charity is one

that you want to support, locate their telephone number or Web site
to find out how you can make a contribution.

By [deleted] Published 11th February, 2016. Sponsored by Readable.com
cheatography.com/deleted- Last updated 11th May, 2016. Measure your website readability!
2754/ Page 1 of 2. https://readable.com


http://www.cheatography.com/
http://www.cheatography.com/deleted-2754/
http://www.cheatography.com/deleted-2754/cheat-sheets/outlook-how-to-reduce-spam-email
https://support.office.com/en-us/article/10-tips-on-how-to-help-reduce-spam-55f756e8-688b-41c3-a086-8f68ccc592f6
http://www.cheatography.com/deleted-2754/
https://readable.com

Outlook: How to Reduce Spam eMail Cheat Sheet
by [deleted] via cheatography.com/2754/cs/7158/

Don't forward chain e-mail messages

Besides increasing overall e-mail volume, by forwarding a chain e-

Cheatography

mail message you might be furthering a hoax — and meanwhile, you
lose control over who sees your e-mail address.
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