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The Privacy Rule

The Privacy Rule, as well as all the Administrative Simplification
rules, apply to health plans, health care clearinghouses, and to any
health care provider who transmits health information in electronic
form in connection with transactions for which the Secretary of HHS
has adopted standards under HIPAA (the “covered entities”).

HIPAA Privacy Basics

HIPAA Privacy: The Basic Rules

+ An employer’s health plan(s) can use and disclose PHI for most
routine uses and disclosures for payment for treatment and the
operations

* Most other uses or disclosure of PHI require a signed, written
authorization

+ An employer’s health plan(s) have to give certain rights to
individuals. For example, right of access by a participant to his

or her records, right to propose a change to the record, and
accounting of disclosures. The handling of these rights can be
delegated to the third-party administrators.

+ Administrative Requirements: Training, privacy officer, privacy
notice, many policies, procedures and sanctions for violations

Authorization

A covered entity must obtain the individual’s written authorization for
any use or disclosure of protected health information that is not for
treatment, payment or health care operations or otherwise permitted
or required by the Privacy Rule.44 A covered entity may not condition
treatment, payment, enroliment, or benefits eligibility on an individual
granting an authorization, except in limited circumstances.

An authorization must be written in specific terms. It may allow use
and disclosure of protected health information by the covered entity
seeking the authorization, or by a third party. Examples of disclo-
sures that would require an individual’s authorization include disclo-
sures to a life insurer for coverage purposes, disclosures to an
employer of the results of a pre-employment physical or lab test, or
disclosures to a pharmaceutical firm for their own marketing
purposes

Consent

The Privacy Rule permits, but does not require, a covered entity
voluntarily to obtain patient consent for uses and disclosures of
protected health information for treatment, payment, and health care
operations. Covered entities that do so have complete discretion to
design a process that best suits their needs.
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Allowed with patient consent
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Allowed with patient authorization
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