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Introduction Attribute Access Based Control

ABAC is “an access control method where subject requests to Access Gonra

olicy

Cheatography

Environment
Conditions

perform operations on objects are granted or denied based on
assigned attributes of the subject, assigned attributes of the object,
environmental conditions, and a set of policies that are specified in
terms of those attributes and conditions. ”

These policies can be represented as a set of relationships or rules; @

however, at a minimum, they must reflect the allowable set of

Access Control
Mechanism

operations the subject may perform upon the object if, and only if, the
subject’s attributes and the environmental conditions meet those
required for authorization given the object’s attributes

Subject Attributes Object Attributes

Subject Requests Access to Object
Access Control Mechanism Assesses a) Rules, b) Subject Attributes, c) Object Attributes, and
d) Environment Conditions to Determine Authorization

https://www.ise.gov/sites/default/files/DigitalPolicyFramework-ABA-
C pdf Subject is Given Access to Object if Authorized and Denied Access if Not authorized
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Principles for attribute-based access control

Management Support Functions

@ Establish a business case for implementation

. . . The enterprise must support management functions for enterprise
@ Understand the operational requirements and overall enterprise ) o o ] )
) policy development and distribution; enterprise identity and subject
architecture. : . y i 5 ,
attributes; subject attribute sharing; enterprise object attributes;
@ Create or refine business processes to support ABAC o J g P ) )
. . - authentication; and access control mechanism deployment and
@ Develop and acquire an interoperable set of capabilities

distribution. The development and deployment of these capabilities
@ Operate with efficiency. Istributt vielefe oY pabiliti

require the careful consideration of a number of factors that will

influence the design, security and interoperability of an enterprise
ABAC solution.

Description

Resources may receive their attributes either directly from their

creates an access control rule to govern the set of allowable operat-

ions; for example, all nurse practitioners in the cardiology A

department can view the medical records of heart patients. By
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because access decisions can change between requests when m,j‘ ,’T\ e
attribute values change.. ABAC enables administrators to apply %gw iy e “@

“Adminiation Point

making the process more flexible, attributes and their values may

then be modified throughout the lifecycle of subjects, objects and
attributes without modifying every subject-object relationship. NIST

says this process provides a more dynamic access control capability

access control policy without prior knowledge of a specific subject

Source: ST

and for an unlimited number of subjects that might require access.
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