Cheatography Recon-ng (Linux) Cheat Sheet

Getting Started

Helpful Commands (cont)

Installation sudo apt install Manage the current context options
recon-ng options
Open Recon-ng recon-ng Start a Python Debugger pdb
Open Recon-ngtoa  recon-ng -w session
specific workspace WORKSPACE- Record and execute script
_NAME command scripts

Execute shell command shell
List the keys list items
B Manage workspace snapshots
Add a key keys add KEY_NAME snapshots

KEY_VALUE Spool output to a file spool

Remove a keys remove KEY_NAME Manage workspaces workspaces
key

Marketplace / Modules

Search all available marketplace
Create a workspaces create

modules search
workspace WORKSPACE_NAME

Search for available marketplace
List workspaces list modules with keyword search
workspace KEYWORD
Select TR B2 06 See information about marketplace info

UIELEFEEE WORKSPACE_NAME the module in question MODULE

Delete workspaces delete
workspace WORKSPACE_NAME

Install the specified marketplace
module into Recon-ng install MODULE

Uninstall specified marketplace
Helpful Commands > .
module remove
Exit the current context back MODULE
Display a summary of activity ~ dashboard List all of the installed module search
Interfaces with the worksp- db modules

ace's database Load specific module to  modules load

Exit the framework exit memory MODULES

Display the help menu help

Create a module index index

Manage third party resource keys

credentials

Interfaces with the module market-

marketplace place

Interfaces with installed modules

modules
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