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Filter Reference

after/​‐
before

Show results after/​before given
date (dd/mm​/yyyy)

asn Global identifier of a range of
IP addresses

city Find devices in a particular city

country Find devices in a particular
country

geo Find devices by giving geogra​‐
phical coordi​nates

has_sc​‐
ree​nshot

This filter will only return results
that have a screenshot
available

hostname Find devices with specific
hostname

net Find devices or machines
based on an IP address or /x
CIDR

org Locate devices of any specific
organi​zation

os Find devices based on the
operating system

port Find devices based on open
ports

product Name of softwa​re/​product

region Name of region​/state

server Find the devices or servers that
contain a specific server
header flag

state Alias for region

version Version for product

vuln ID for vulner​ability

Combin​ations of filters are allowed for more
precise lookup*

 

Useful Links

https:​//w​ww.s​ho​dan.io/ main shodan
website

https:​//m​oni​tor.sh​oda​n.i​‐
o/d​ash​board

applic​ation for
monitoring your
devices in your
own network

https:​//c​hro​me.g​oo​‐
gle.co​m/w​ebs​tor​e/d​eta​‐
il/​sho​dan​/jj​alc​fni​dlm​pjh​‐
dfe​pjh​jbh​nhk​bgleap

shodan Google
extension
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