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Permit multicastsPermit multicasts

iptables -A FORWARD -m pkttype --pkt-
type multicast -j ACCEPT

Log Dropped PacketsLog Dropped Packets

iptables -N LOGGING

iptables -A INPUT -j LOGGING

iptables -A LOGGING -m limit --limit 2/min -j
LOG --log-​prefix "​IPT​ables Packet Dropped:
" --log-​level 7

iptables -A LOGGING -j DROP

Port ForwardingPort Forwarding

iptables -t nat -A PREROUTING -p tcp -d
192.16​8.1​02.37 --dport 422 -j DNAT --to
192.16​8.1​02.3​7:22

iptables -A INPUT -i eth0 -p tcp --dport 422
-m state --state NEW,ES​TAB​LISHED -j
ACCEPT

ACCEPT iptables -A OUTPUT -o eth0 -p
tcp --sport 422 -m state --state ESTABL​‐
ISHED -j ACCEPT

Prevent DoS AttackPrevent DoS Attack

iptables -A INPUT -p tcp --dport 80 -m limit
--limit 25/minute --limi​t-burst 100 -j ACCEPT

Combine Multiple Rules Together usingCombine Multiple Rules Together using
MultiPortsMultiPorts

iptables -A INPUT -i eth0 -p tcp -m multiport
--dports 22,80,443 -m state --state
NEW,ES​TAB​LISHED -j ACCEPT

iptables -A OUTPUT -o eth0 -p tcp -m
multiport --sports 22,80,443 -m state --state
ESTABL​ISHED -j ACCEPT

Enable access to interrnet to other LANEnable access to interrnet to other LAN
hostshosts

iptables -t nat -A POSTRO​UTING -o eth0 -j
MASQUERADE

iptables -A FORWARD -i eth1 -j ACCEPT

 

Allow Incoming SSH only from a SepcificAllow Incoming SSH only from a Sepcific
NetworkNetwork

iptables -A INPUT -i eth0 -p tcp -s 192.16​‐
8.1​00.0/24 --dport 22 -m state --state
NEW,ES​TAB​LISHED -j ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
22 -m state --state ESTABL​ISHED -j
ACCEP

Allow Incoming HTTP and HTTPSAllow Incoming HTTP and HTTPS

iptables -A INPUT -i eth0 -p tcp --dport 80 -
m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
80 -m state --state ESTABL​ISHED -j
ACCEPT

iptables -A INPUT -i eth0 -p tcp --dport 443
-m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
443 -m state --state ESTABL​ISHED -j
ACCEPT

Allow Outgoing SSHAllow Outgoing SSH

iptables -A OUTPUT -o eth0 -p tcp --dport
22 -m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A INPUT -i eth0 -p tcp --sport 22 -
m state --state ESTABL​ISHED -j ACCEPT

Allow Ping from Inside to OutsideAllow Ping from Inside to Outside

iptables -A OUTPUT -p icmp --icmp​-type
echo-r​equest -j ACCEPT

iptables -A INPUT -p icmp --icmp​-type
echo-reply -j ACCEPT

Allow Ping from Outside to InsideAllow Ping from Outside to Inside

iptables -A INPUT -p icmp --icmp​-type
echo-r​equest -j ACCEPT

iptables -A OUTPUT -p icmp --icmp​-type
echo-reply -j ACCEPT

 

Load Balance Incoming Web TrafficLoad Balance Incoming Web Traffic

iptables -A PREROUTING -i eth0 -p tcp --
dport 443 -m state --state NEW -m nth --
counter 0 --every 3 --packet 0 -j DNAT --to-
d​est​ination 192.16​8.1.10​1:443

iptables -A PREROUTING -i eth0 -p tcp --
dport 443 -m state --state NEW -m nth --
counter 0 --every 3 --packet 1 -j DNAT --to-
d​est​ination 192.16​8.1.10​2:443

iptables -A PREROUTING -i eth0 -p tcp --
dport 443 -m state --state NEW -m nth --
counter 0 --every 3 --packet 2 -j DNAT --to-
d​est​ination 192.16​8.1.10​3:443

Allow Outgoing HTTPSAllow Outgoing HTTPS

iptables -A OUTPUT -o eth0 -p tcp --dport
443 -m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A INPUT -i eth0 -p tcp --sport 443
-m state --state ESTABL​ISHED -j ACCEPT

Allow Outgoing SSH only to a SpecificAllow Outgoing SSH only to a Specific
NetworkNetwork

iptables -A OUTPUT -o eth0 -p tcp -d
192.16​8.1​00.0/24 --dport 22 -m state --
state NEW,ES​TAB​LISHED -j ACCEPT

iptables -A INPUT -i eth0 -p tcp --sport 22 -
m state --state ESTABL​ISHED -j ACCEPT

Allow Loopback AccessAllow Loopback Access

iptables -A INPUT -i lo -j ACCEPT

iptables -A OUTPUT -o lo -j ACCEPT

Allow Internal Network to External network.Allow Internal Network to External network.

iptables -A FORWARD -i eth0 -o eth1 -j
ACCEPT

Allow outbound DNSAllow outbound DNS

iptables -A OUTPUT -p udp -o eth0 --dport
53 -j ACCEPT

iptables -A INPUT -p udp -i eth0 --sport 53 -j
ACCEPT
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Allow Rsync From a Specific NetworkAllow Rsync From a Specific Network

iptables -A INPUT -i eth0 -p tcp -s 192.16​‐
8.1​01.0/24 --dport 873 -m state --state
NEW,ES​TAB​LISHED -j ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
873 -m state --state ESTABL​ISHED -j
ACCEPT

MySQL connection only from a specificMySQL connection only from a specific
networknetwork

iptables -A INPUT -i eth0 -p tcp -s 192.16​‐
8.1​00.0/24 --dport 3306 -m state --state
NEW,ES​TAB​LISHED -j ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
3306 -m state --state ESTABL​ISHED -j
ACCEPT

Allow IMAPS trafficAllow IMAPS traffic

iptables -A INPUT -i eth0 -p tcp --dport 993
-m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
993 -m state --state ESTABL​ISHED -j
ACCEPT

Allow POP3 and POP3SAllow POP3 and POP3S

iptables -A INPUT -i eth0 -p tcp --dport 110
-m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
110 -m state --state ESTABL​ISHED -j
ACCEPT

Allow POP3S accessAllow POP3S access

iptables -A INPUT -i eth0 -p tcp --dport 995
-m state --state NEW,ES​TAB​LISHED -j
ACCEPT

iptables -A OUTPUT -o eth0 -p tcp --sport
995 -m state --state ESTABL​ISHED -j
ACCEPT
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