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Epic Hyperwallet Security Standards

s PCI-DSS Level 1

@ SOC1&2

1ISO27001

a® HTTPS & TLS (transport layer security)

Privacy Laws and Rules Cheat Sheet
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My Examples of Compliance Work (cont)

Raymond James
FINRA
SEC

Epic Games Store Auth/SSO

a® 2FA via SMS
2FA via TOTP
o 2FA via Email

Security in place

a® Akamai

Cloudflare

& Proofpoint

o Wiz

a® OneTrust

Twilio Segment

a® Kids Web Services (Epic subsidiary)

My Examples of Compliance Work

Riot DSA

Rainbow Unicorn Employment Laws (TX, TN, MA, RI, Can,
Cro, May),

Tax laws in same,

Games

Kabam Employment Laws (TX, CA, Can)

Employee Data
Emerson
DISA
Travelers
EA PCI
GDPR (& Prior)
Russian Server

Headspring

HOA Board TX HOA Property Laws

iGSA
GLI-11
MLC
WCLC
OL

Spielo

By angil Not published yet.
cheatography.com/angil/

Page 1 of 2.

Last updated 3rd February, 2024.

My Questions

)
| |

1 If we are going to have a very successful year in 2024, what will
that look like - What will we have done over the next 11 months to
make it successful? How does this position help achieve those
goals?

2 Seeing this is a new role in a new team, what is Epic's vision or
mission for expanding it's privacy program?

3 | see you both have come from outside of games in the last year -
and both ex-Google. What prompted you to make the change and
why Epic?

4 What's the thing keeping you up at night that we need to work on
right away?

5 What's your leadership style?

7 ldeas

1 Google Workspace - DLP Recommended

2 Yandex - Popped in security eval and high risk for data gathering
3 Dropbox - Doesn't have private encryption, and already using
Google Workspace

Homework Links

| A

Nudge Security Report
Common Sense Security Report
Epic Trust Statement

Epic Privacy Policy

Epic TOS

Epic Dev Resources Privacy
Proofpoint

One Trust

Epic FTC Fined

Epic Parental Consent
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Examples of Privacy Standards

CPPA - California Privacy Protection Agency

Brazilian General Data Protection Law

Canada Personal Information Protection and Electronic Documents
Act

Japan APPI - Act on Protection of Personal Information

South Africa POPI - Protection of Personal Information Act

UK PECR - Privacy and Electronic Communications Regulations
PCI Compliance

SOC

ISO 27001

DSA

GDPR | 1995 Data Protection Directive

Children's Online Privacy Protection Act (COPPA)

Family Educational Rights and Privacy Act (FERPA)

Student Online Personal Information Protection Act (SOPIPA)
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https://cppa.ca.gov/faq.html
https://iapp.org/resources/article/brazilian-data-protection-law-lgpd-english-translation/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/
https://iapp.org/news/a/practical-notes-for-japans-important-updates-of-the-appi-guidelines-and-qas/
https://popia.co.za/
https://www.itgovernance.co.uk/the-pecr-and-eu-eprivacy-directive
https://www.nerdwallet.com/article/small-business/pci-compliance#the-12-pci-compliance-requirements
https://en.wikipedia.org/wiki/System_and_Organization_Controls
https://en.wikipedia.org/wiki/ISO/IEC_27001
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en#:~:text=Digital%20Services%20Act%20(DSA)%20overview,and%20the%20spread%20of%20disinformation.
https://gdpr.eu/checklist/
https://en.wikipedia.org/wiki/Data_Protection_Directive
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://publicleadershipinstitute.org/model-bills/civil-rights-liberties/student-online-personal-information-protection-act-sopipa/#:~:text=Existing%20law%252C%20on%20and%20after,specified%20types%20of%20products%20or
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