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Exam topics covered

1.1 Common security princi ​ples

1.4 Describe network topolo ​gies

1.1.a

Topic: Describe confid ​ent ​iality, integrity, availa ​bility
(CIA)
Conf ​ide ​nti ​ali ​ty: Only authorised indivi ​duals can view the
inform ​ation. Data is encrypted before transfer.
Inte ​gri ​ty: Only authorised indivi ​duals can make changes to
the data.
Avai ​lab ​ili ​ty : Data remains remains available to authorised
users.

1.1.b

Topic: Describe SIEM technology
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